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Define Filter

Summary ]Address] Data Pattern] Rdvanced] Buffer]

Settings Far:
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Euffer action: Wrap
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Define Filter
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Settingz For:
Euffer zize

Yhen buffer 1z full
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Lezss
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Address Known Address: (Drazable)
|IF x| Any
Har dware +- B BroadeastMulticast Address
TPY @ Addre=zs Book

(" Exclude

B Station 1 Dir. | Station 2 ~
1 |202200.229.11 o~ [ | 202 200225 236

2 | LI ad!

El Bom 1
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5 | LI ad!

B | LI ad! 3
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Summ:ar}'] fpddress ] Data Pattern Advanced lBuffer ] Settings For;

= |_ Available protocols
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Snif!l' Decude, 1/1284 Ethernet Frames
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Find Frame. ..
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%41 (Monitor/Dashbord) R 4T FF Dashbord iz 7 #4E (W& 18).

&R Dashboard
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Network __________________[[sizeDistribution Detail Errors
Packets 1,593,025 | Bd= 121 879 |CRCs 0
Drops 0|65-127= 153 617 | Rurit= 0
Broadcasts 40,910 | 1258-255= 32777 | Oversizes ]
Mutticasts 1,128,200 | 256-511s 44 14T | Fragmernts 0
Brytes 1,479,187 369 | 512-1023= 441 315 | Jabbers 0
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Gauge  Detail
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AET Options E'

General ] Server—Client ] Servers Only Display Frotocels

| Hame

1 |HTTP
2 |FTP_Data
3 |FTP_cCtn
4 |HNTP

5 |PoP

& |PoP3

TCF oF

Show ART | ~

e

5.1

TR mig |
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ART Options [Z|

General Server—Client l Servers Only ] Display Frotocols ]

Show

T Server—Client
Sort By Display Options

[v Max Respomse Tim

{" Max Response Time
& P off LR [v E=pTm of 90% Eesponse:
=il S [v Awerage Responze Tin

{* pwerage Responmse Time v
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{~ Min Responsze Time ¥ Show DHS Hame

RE Bl
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ART Options r')__(|

General ] Serwer—Client Serwers Ornly l]:lisplay Frotocols ]

Sort By Display Options

[w Max Response Time

[v EspTm of 90% Responsze:
[v Average Response Tin
[w Min Response Time

{ Min Responsze Time W Show DHS Hame

" Max Response Time
" BEzpTm of 90% Respons

(* Average Responze Time

iR HRiH
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] For changez to take effect, Sniffer will
\__1-/ cloze the ART window and restart it.
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B F oK B AT BAZE Table ViewD . Client-Server Response Time 2|, Server
Response Time = |TL/I\WJ%7§§5IXJQ%75:EQZI‘ﬂﬁﬁﬁ%%%ﬁﬂlﬁ%gE‘J%E‘T, MR TR

(R shae 4 ks B U B R A5 . (i 31, 32, 33).

wet Application Eesponse Time (milliseconds) ... |Z”E|r$__<|

Server Addrezs Client A ddreszs AvgRzp |90%FRzp |MinR=p |Ma=F=p
B 152105.31.222 202.200.229.20 17 15 15 20
B, 202841741 FUBAMO ca | a8 20 41

< | >

W HTTP A POPS j H225 §
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rT) Sergyer—Client Eesponsze Time (millizeconds. . . E@@
1: 202841741 -YUBAMO

-

20 1B2.105.31.222 - 202.200.229.20

.."..'..'..'"'...\
|

[ Mimirum M 2verage”
HTTP A POP3 p H225
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1. 202.84.17.41
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® Host Table
Host Table 2 45t T i W ML 1 5745 S WLIE 7 5 046 R0 (5 1500, 76 SLHRAE SR T
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.Er_El_ Host Table: 499 stations E|[E|E|

IP Addr In Pkts | Out Pkts | In Bytes | Dut Byl

60.24.24.2M
£1.431.73
61.107.251.105
£1.138.196.134
£1.144.66170
£1.143.78.134
E£1.150.60.221
£1.153.227.250
£1.153.244.183
£1.153.167.14
£1.171.180.173
£1.172.4318
E
E
E
B
E
E
[N

Cl=is

* aEEEEEEEEEEEEERE

1.183.71.32
1.182.75.128
1.185.97 .42
1.191.229.77
1.234.195.27

1.235.6.233
1 7R 70147

[ >

MAC A IP A P S

= I

o o B s e Y e e e s e s s e e s s [ e s e}
DOrd — — Do O 00 D0 — D0 = Pl e D — —L —L 0
o o B s e Y e e e s e s s e e s s [ e s e}

is |E[%% | X
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88 Detail SR, 7T LI — 45 101 % WL IE 706 P T2 K2 L2 B, (il 35)

L5 Host Table: 322 stations ['_ ”'D|r5_(|
= | Protocal Address | Ir Packets |In Bytes | Out Packets |Out B A
20220022338 1 BE 0 1] i
202200229172 a] KKH] 0 1] =
FTF_Chl 202.200.223.89 2 132 0 1]
202.200.229.43 1 BE 0 1]
202,200, 230,55 1 BE 0 1]
202,200,223 42 1 BE 0 1]
202,200,229,181 1 BE 0 1]
202,200,227 60 1] 1] E 432
202,200,228, 2058 K] 246 0 1]
21924517364 1 B4 0 1]
HTTF 127.001 0 0 7 448
202 226.229.217 2 128 3 198
202,200,223 46 1 B4 0 1]
202200229195 1 B4 0 1]
202 216,157 44 1] ] 1 BE o«
£ L >
MAC A P A P S
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S P20 3 L B -E & B 1P Mk s, et Bar W pie Dlizen
RUAT 3R 5 8 (& 364 37).

“0 Host Table: 606 stations E@E

202117110

224.2153.33

202117112

2242217 65

224.2187.39

224214197

2240022

w 202.200.230.247

202.200.223.255

202 200,230,255

| MSC 8 1P A IPX
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1 Host Table: 59 stations

Top 10 Hosts By Total Bytes 202.117.1.10
224215333

202117112
224221765
224218733
224.2141.97

202.200.230.247

224.0.0.22

202.200.230.255

202.200.228.143
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® Matrix

11535 Host Table 348k T 8 & ML 5 48 (R3B A 50, 54 Matrix S [ F 2 SR k(g
A R WU 2 0 00 250300125 50, T G R P TR0 D R 43 B 52 A oL

Map =, #1f 38 Fi AL ML e 2

',r,' Hatrix : 23 =tations

Traffic Map

€ |Bis]# O

| X

B
=
=
Lyl
el
s
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',r,’ Hatriz : 108 stations

. i Hust 1 | Packets | Bytes |,_|Ei| Bytes |,_Ei| Fackets |,_|Ei| Hast 2 |
N0070EER3ETF 27 1,862 a 0 @, N0E04CABRE3E ”
N0070EER3ETF haz2 404KB a 0 @, 01005E0ZBEDF
(0E 04C39696E il 1,286 0 0 & Broadeast
O007OEESZETF 13 954 0 0 &L 400010337684
(0ED4FOOE 22 27 2 54 0 0 & Broadeast
O00AEBOBOF 32 B 304 0 0 & Broadcast
O030FEBCAZCE 20 1,888 0 0 &l Broadcast

i O00ER3MCADT 7 448 0 0 &l Bridge group
— 0041B003E3AE 1 B4 0 0 &L Broadeast
(0E 4CE R 7EA1 16 1997 a 0 &L Broadeast
00404601 BFOD B 33 0 0 &L Broadeast
O007OEERIETF 3 198 0 0 EL 52544B254F 3E
O007OEERIETF 2 1,600 0 0 &L Broadeast
O007OEERAETF 10 BN 0 0 L (0ED4CFEAR2D b/
£ ¥
MAC AP 1P
Kl 39
',r: Natrizx : 385 stations H|E| &|
Pratocol Hiost 1 |Packets |Bytes | Bytes | Packets | Host 2 | A
@ 202200227 60 1 a2 1 0 202 200,229 42
= 2 128 0 0 202, 200.230. 245
|§ 1 4 0 1] 219245173549
Z 128 |0 1] 202 200228127
g 1 4 0 1] 202200228133
Q HTTE 127001 1 4 0 1] 202200228172
p— 1 4 0 1] 202 200228101
Al 2 128 |0 1] 202 200,229 82
2 128 |0 1] 202200229186
- 2 128 |0 1] 202200229154
I 20220022760 3 246 |0 1] 20220022943
' 127001 1 B4 0 1] 202200228 148
MetBIOS_DGM_L | 202 20022856 B 1,445 |0 1] 202200228 255
i 21924517312 |3 288 |0 1] 219245173 255
202200230 227 | Bd B.184 |0 1] 202200230 255
NetBIDS_NS_U 202200229107 | B4 B.184 |0 1] 202200229 255
202200223136 B4 B84 |0 0 202,200,228, 255
Others 21813414233 2 132 0 0 202200228129 &
MAC A IP A X
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',r,' Hatrix : 630 stations g@@

Top 10 Talkers By Total Bytes [ 2021171101 - 224 2158111
9200000 2021171000 - 2242142223

FARIR RIRIE

202.200.230.247 - 224.0.0.22

202.200.228136 -
202.200.228.255

[ | 202200230221 -
202.200.230.255

| | 202200223101 -
202,200,229, 255

202.200.228.82 - 202.200.231.255

® it [ 202.200.229.138 -
RN o 202,200,229, 255

L LILILIL

[ | 202.200.228.56 - 202.200.228.255

202.200.223.167 -
202.200. 255,255

K 41




Natriz : 038 =ztations @@E

Top 10 Talkers By Total Bytes [ 2021171101 - 224.2158.111
2023171000 - 2242142223

202,200,230 247 - 224.0.0.22

202.200.228.136 -
202.200.228. 255

[ | 202.200.230.221 -
202.200.230.255

[ | 202.200.229.101 -
202.200.229.255

202.200.228.82 - 202.200.231. 255

[ 202.200.223138 -
202,200,229, 255

| | 202.200.230.240 -
202.200.230.255

B1.183.75.128 - 202.200.228.149

MAC A P A IPX

K 42

® History
History T2 g e 30 5 2% W WL 1) 75 505 LB 00 T A i 7068, A T LS ik 7 I AT

4% 7 Sk A SR ) IR 2845 B 16 B 20 T o BT AR HE AN o 1 IR 48 6 5 0 LA BR
Str. (il 43)



7= Hiztory Samples

85 | Packets/z Utilizat... Errorsis DIropsi= Octetsfz  Eroadecas. .. Multicas. ..
Buntsfs  Owverszizesfs Fragments/s Jabbers/s CEC=f= Mligomen. .. Collisio...
Under B4 BS - 127 125 - 255 256 - 511 51z - 1023 1024 - 1515 Multiplel
Brtesfs Bytes/= Bytesf= Bytas/= Bytesis Bytesis
MultipleZ
Kl 43

® Protocol Distribution

Protocol Distribution S|4 ft T T ¢ 0 £ ¥ i 66 FEL 1 00 10 B2, L 4 1T LG ik
Protocol Distribution >k 1 i & Fh Wi AE P 25 Hh N 1 . (e 44, 45).

Frotocol Distribution

Network Protocol

[ ] MetBELI

A A A L
I N N [ ]
I IP_ARP B MetBELl Cthers
[ ] Others

Unit: ¥ LE 1:1

Kl 44



HTTF
FTP_Cul

H225

HTTFS
MetBIOS_S5M_
DMS
MetBIOS_MS_L
MetBIOS_DGEk_
MFS
Otherz_IDP
ICMP

Others

P 45

® Global Statistics

33 Global Statistics €21, FiJ 2 T A 48 A4 0 B4R 40 R ~F a4 A B FILRR

MR ERT T (il 46, 47).

Global S5tatistics

Size Distribution

X @&

(=113

Edz

E5-127s

128-255s

256-511=

512-1023s

1024-1518s




Global Statistics

Size Dist. o Hilization Dist.

® Alarm Log

K a7

2 Alarm Log 2ol Fi 2 6T LA T #2804 S LSRN0 — b A M L, I LT Bt
S R L R OB, T TN 10 52 M L 2 4, (T

HEAT Acknowledge M2,

fh Alarm Log

Log Time

Remove il

Severity

Dezcription

e (nlkl 48).

2004-05-20 15:30:20 Critical Ackmowledge Cipl4L 00,000
- ZLLEAD : Cics! Ackmowledge All Cirl+G
° Stat 2004-05-2015:30:00 Critical Dcteteds: cument 00,000
& Stat 2004-05-20 15:23.50 Critical | Octets/s: current  Bemowe Ctrl+E  |00,000
0 Stat 2004-05-2015:23:40 Critical Octetz/s: curent Remowve A1l Cirlth  |00,000
(=] Stat 2004-05-20 15:23:30 Critical Octets/s: curent 00,000
& St 0040520152920 Crtical  Octets/s cunent 229t EWME - oy ong
(=] Stat 2004-05-2015:23:10 Critical Octetz/s: curment value = 510,685, High Threshold = 500,000
(=] Stat 2004-08-2015:23:00 Critical Octete/s: curent value = 508,813, High Threshold = 500,000

] 48

® Address Book

Address Book@ﬁﬁﬂ FRIMa W AEEB MM, @i New Address 2 F

Autodiscovewﬁﬁﬁﬁi‘%{’ﬁ, FH PR AT LIS 32 H O B 2% 25 AR ML T SRR

AERER (ANl 49).




Hiw/ Address

MWetwork Address

Type

Diescription

ERELE XELE

Autodizcovery Options

" Ary IF address on the metwork
" Ary HetBios address on the metw
{ Ao Wowell address on the net
{ Ao ATH addvess on the netw

v hutomatically update address when pa

[ o ]

Cancel I

PIx)

|l

Hew/Edit Address

e

Medium: [Ethernet =l
Hi Address: [0D00OOOOOOO0

IF Address: |

IF% |00A93000. 000000000000

Type: | =

Eescriptionl

Save and Nextl

Save I

Cancel |

[

4 BIERIAFIEFTHT
SONE ¢ 5 &
TR R A G R, AR RSN R, R aa0E

K 49

&N
) Telnet. Ftp Al Email %%
L = TCP fl UDP
g IP,ICMP 1 IGMP
R R e ememeomeeeen PR IR TP A 11

T/, 50 Jy sniffer ik o op x4 2 PRI RS S0 B, DLC X 7

2, IP XN Z, UDP X NAEHIE, RTP XN N E & E . Sniffer 7T LLEF G Z

PR BGHAT VEA S AL ARG 73 AT, R R 2 R o



+-@g DLC: Ethertype=0800, =ize=%6bt bytes

+-§ IP: D=[224.2.153.33] S=[202.117.1.10] LEN=932 ID=7231
¥ ”g UDP: D=57302 5=57302 LEN=332

R-CRTE Real Time Protocol Header
4 50
NNV N 5 & 11
W NN Ethernet W45 14
DMAC SMAC TYPE DATA/PAD FCS

XSRS A N H B MAC Hilik (6 bytes) +Ji MAC Hihit ( 6 bytes) + FJ2
KT (2bytes) +H#E 7Bt (46-1500bytes) +1:0: (4bytes)

T, Wil 51 foR, MRS NERETFRNE, HFEAE MAC HEAINA, W
b st et L T AR AR P bbbk, 7R TR A% B DA 5 R0 LR 1 6 BRI o

e A AMAC S 4
QDLC Frame 2 arrived at 12:19:17.0010; frpfie =ize iz 966 (03CH hex) Dytes.
[III' Destination = Multicast I'I1I'II'I':EI'IL.44.L1

JMACH HE

G TIP D=[224.2.153.33] 5=[202.117.1.10] LEN=932 ID=7231 FEMLER
) UDP: D=57302 5-57302 LEN=932

B RTE,

Q RTP: #xx Protocol Interpreter Not Purchazed sxx
00000000: 01 00 52 02 99 21 00 07 O =8 38 1f 08 00 45 00 [.°.7 1. E

K 51
(3). IP #piX

IP LM A 1P WM SCR+EAT, HeAond 1P Bk i 2 AT A Al S i i £ A

w

K2, PG —F g TR
® JiA&: 4———IPv4



® KA M4 T, mA6 07

® TOS: IPREHTE

& SRS BANTH, RAKEG6 553 55

® Fril: IPTHRIRTEL

® fri&: b 3Ry, RRENRALAY 2 Eiky

® MF(More Fragment)

® MF=1, JEIHIEA 2 F %R

®  MF=0,7; il w5 — A

® DF(Don’t Fragment)

® DF=1L ARV

® DF=0, R/ H

® BulWts: AR AP AR B, SISt 1 3 bk, Ay 8 Y

® ifiv: TTL(Timeto Live) E3F TTL=0 [

® Pl HEAFI R TR LR S

® 1: ICMP

® 6 : TCP

® 17: UDP

® 389: OSPF

®  LERRIA: X IP P SCE AR A

® i IP Hhdik: 1P ARSTHYE H ki

® HIWIP Hukk: 1P 4RICH H L

TRBATEAE K 52 BEs2 Sniffer X 1P B E FRARMD > HTHIS5H, A1 1P A&
BOEXI L, Ffgs T BT BRI & RIS R .



=% IP —— IP H=ader ———-

Q IP: V=rsion = 4, header length = 20 bytes
Q IP: Type of ssrvice = 00

L3 1P 0C0. ... = roukine

Q IF: .0 ... = normal delay

Q 1P ... 00 = normal throughput

L3 1P ... .1.. = normal relisbility

Q IP: ... ..0. = ECT bit - transport protozol will i1gao-e the CE bot
I ... ...0 = CE bit - no congestion
LJ IP: Total length = 952 bytes

L3 IP: Identification = 7231

L3 1P Flags )¢

L3 1P L.. ... = may fragment

Q IE: 2.0, ... = last fragnent

Q IP: Fragment off=ze: = 0 byvtes

Q IP: Time to liwve = 12 seconds-hops

L3 IP: Protoeal = 17 (UJP]

B IP: H=zader checlksun
L3 IP: Source zddress
Q IP: D==tination address
L3 IP: N> options

4453 (correct)
[202.117.1.1]]
[224.2.153 33]

13 1P:
K 52
(4). ARP #hiX
R LR ARP B SC 4
et ISVE L]
GEESSEs & SES BEIER 1, [H% 2

FIEVEREPEIE (B, DURRIAZ 6 575)

IV RE (I, X ip /& 4 7

HFsEfEshl  CFan, X RURIME 6 “7719)

Hbnphisthl (B, X IP o2 4 5795)

ARP 732 BA LR — 55 B

® HYTPE(REMFRMY). X2 —> 16 FURr 7B, HIRIE UB1T ARP 2% 267
BRI T H R ARIR A — . B, DUKMZ2K%Y 1. ARP 1]
A FLEARAT 2% 1



PTYPE(WMM KAL), IX 2 —> 16 LURF B, HIORE CPMLZET, filtn, *f
IPv4 B, XA BB 0800, ARP A FHFAE A 5 2 Bl -

HLEN (A RE) . Xt —A 8 LR B, F Ko SCUA 5 o 5L (R ) Bk
MR, Bilhn, X LAORMGEAME R 6.

PLEN (PhilKE). X2 —A 8 HRE B, ke SCUAT7 5L (¥32 S b
AR, i, X IPv4 X AME R 4.

OPER (#fE). XE—A 16 WA TB, Hke aHmeil, ce L Tm
FiZEAY: ARPIEZR (1), ARP [HIZF (2)

SHA CRIEREfFHIIED o X2 — AP AR FE R, SR e SR b i 3 b
MRS, lan, SFPURMIXAFBOZ 6 F k.

SPA CRIEE UML) o 1 — AN AT AR K BE I BE, FH oK e SUR KBl 1) 12 4 (1)
i, IP) HihERKE, XHF P I, RN TEROR 4 FATK.

THA CHARBEML) . X2 — AN RKERTB, F ke SCH AR
MR, Bilhn, *LUKPEEAS B 6 5K, AT ARP iR, EAFB
R0, DRSS HE B AR AL .

TPA CHFRIM L) o X2 — DA T 7B, HokE CH PRtk ()
an, 1P Hhb) K, T IPVA L, RN TFBGR 4 7K.

, JEIE Sniffer ARG ARP i SC 45 H U Pl 53 TR



————— DLC Header ————
Frame 1967 arrived at 12:19:18.8228; frame size i= 60 (003C hex) bytes.
De=tination = BROADCAST FFFFFFEFFFFF, Broadcast
Source = Station 00070EES3ELF
Ethertvype = 080r [ARF)

. Hardware tvpe = 1 {(10Mb Ethernet)

. Protocol type = 0800 (IF)

: Length of hardware address = 6 bytes
: Length of protocol address = 4 bhytes
: Opoode 1 (ARP regquest)

: Sender's hardware address = 00070EES3ELF

: Sender's protocol address = [219.245.173.1]
. Target hardware address = Qgoooooooooon

. Target protocol address = [219. 245 173 .69]

13 bytes frame padding

K 53
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